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A “quantum-safe cryptography” megvalosithato

« kvantummechanikai eszkozokkel: “quantum cryptography”
pl. “Quantum Key Distribution” (QKD) BB84 protokoll réven keriil egyeztetésre
az adatot rejtjelezd “one-time pad” vagy AES szimmetrikus kulcs az SSL/TLS
handshake soran RSA vagy Diffie-Hellman helyett (kabelen, 60-90 km-es
szakaszokkal “szobahomeérsékleten”, 200 km-es szakaszokkal 3 Kelvin fokon)

« hagyomanyos eszkozokkel: “post-quantum cryptography”
pl. “code-based” vagy “lattice-based” aszimmetrikus algoritmus révén kerl
egyeztetésre az adatot rejtjelezo AES szimmetrikus kulcs az SSL/TLS handshake
soran RSA vagy Diffie-Hellman helyett
A “gquantum-safe cryptography” teriiletén az i PRl
olyan kvantumszamitogépek érdekesek, - -
amik a Shor algoritmus és Grover algoritmus ® ‘ |
futtatasara képesek, illetve az olyan ol .
veletlenszam-generatorok hasznosak, Single-photon detectors
amelyek Hadamard-transzformacion
alapulnak. "0
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Ha ma kell valamit alairnom/hitelesitenem 10 évre, akkor mit hasznaljak?
Az adatok, dokumentumok (fellil)hitelesitésére meg van idonk az utolso elotti

pillanatig, elég akkor egy “quantum-safe” algoritmuson alapulo pl. archiv
idobélyeget beszerezni. Ezzel biztosithatjuk a hitelesség folytonossagat.

Ha ma kell valamit rejtjeleznem/titkositanom 10 évre, akkor mit hasznaljak?

A bizalmassag biztositasaval mar reg elkéstuink...
(WikiLeaks varhato)

2009. évi CLV. torvény a minositett adat védelmeérol

5. § (6) Az érvényességi ido:

a) ,,Szigoruan titkos!” és , Titkos!” minositési szintl adat esetén legfeljebb 30 év,
b) ,,Bizalmas!” minositési szintl adat esetén legfeljebb 20 év,

c) ,,Korlatozott terjesztésli!” minositési szintl(i adat esetén legfeljebb 10 év
lehet.
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Ha a kozeli jovoben kell valamit rejtjeleznem/titkositanom, akkor mit hasznaljak?

2013. évi L. torvény az allami és onkormanyzati szervek elektronikus
informaciobiztonsagarol (2022-07-01)

1. § (1) E torvény alkalmazasaban

49. poszt-kvantumtitkositas:

[...] kvantumszamitogép altal megvalositott tamadas ellen [...] megoldast nyujto
titkositas, amely soran a két vegpont kozotti kommunikacio felhasznalasaval, az
adatatvitellel megosztott kulcsot hoz létre a két végfelhasznalo kozott [...];

1. § (1) E torvény alkalmazasaban

50. poszt-kvantumtitkositas alkalmazasra kotelezett szervezet:

[...]

a) a kormanyzati céelu halozatokrol szolo kormanyrendelet szerinti igénybevételre
kotelezett szervezet,

b) a hitelintézetekrol és a pénzigyi vallalkozasokrol szolo torvény szerinti bank,
valamint

c) [...] kozmiszolgaltato és [...] kozszolgaltatast nyujto szervezet.
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2020-07-22 - NIST PQC Round 3 Finalists




Mik a fejlemények? E-Giup

SOFTWARE & BEYDMD

2022-04-19 - NIST PQC Winners (2?2?)

® dustin...@nist.gov Apr19,2022,10:09:39 PM 4% (it
- to pgc-forum, dustin.. @nist.gov

Everybody,

We appreciate your patience. The announcement of the algorithms we will standardize is still
coming very soon. This is a major milestone of our project, and the delay is not due to technical
considerations but is due to some legal and procedural steps that are taking more time than we
anticipated. Again, thank you for your patience.

The PQC team

® dustin...@nist.gov Jun 28, 2022, 5:42:57 PM (15 hours ago) <Yy i, :
- to bongh...@gmail.com, pgc-forum, SH

We've been asked for an update on where things stand with our announcement.

We know the delay is frustrating, and we are also very eager for it to happen. We want to emphasize that
no technical issues are behind the delay in the announcement. There are still some legal and
procedural steps being taken care of, and while we remain hopeful that we'll be able to announce very
soon, the remaining steps are out of our hands. So, we cannot provide more tangible information on
when the announcement will come.

We do have some information we can share. Our next NIST PQC Standardization Conference will be
held Nov 29 — Dec 1, 2022. As NIST is not yet welcoming visitors, the conference will be held virtually.
We will shortly send out a Call for Papers with more information.

Dustin Moody

MIST PQC team
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2022-04-19 - NIST PQC Winners (2?2?)

Crypto libraries O B hitps://csrenist.gov/Projects/post-guantum-cryptography/workshops-and-timeline

CA
HW eszkozok
tanusitasok

Timeline

*This is a tentative timeline, provided for information, and subject to change.

Date

Feb 24-26, 2016

April 28,2016
Dec 20, 2016
Nov 30, 2017

Dec 4, 2017

Dec 21,2017
Apr1l,2018
April 11-13,2018
January 30, 2019
March 15,2019

May 8-10, 2019

August 22-24, 2019
July 22, 2020
October1, 2020

2022/2024

NIST Presentation at PQCrypto 2016: Announcement and outline of NIST's Call for Submissions (Fall 2016), Dustin
Moody

NIST releases NISTIR 8105, Report on Post-Quantum Cryptography
Formal Call for Proposals
Deadline for submissions

NIST Presentation at AsiaCrypt 2017: The Ship Has Sailed: The NIST Post-Quantum Crypto "Competition” Dustin
Moody

Round 1 algorithms announced (69 submissions accepted as "complete and proper”)

NIST Presentation at PQCrypto 2018: Let's Get Ready to Rumble - The NIST PQC "Competition", Dustin Moody

First PQC Standardization Conference - Submitter's Presentations

Second Round Candidates announced (26 algorithms)

Deadline for updated submission packages for the Second Round

NIST Presentation at PQCrypto 2019: Round 2 of the NIST PQC "Competition" - What was NIST
Thinking? (Spring 2019), Dustin Moody

Second PQC Standardization Conference

Third Round Candidates announced (7 Finalists and 8 Alternates)

Deadline for updated submission packages for the Third Round

Draft Standards Available




Mik a teendok?

2018-08-10 - SSL/TLS v1.3 vs. SSL/TLS v1.2
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“long-term” RSA helyett “ephemeral” Diffie-Hellman kulcsegyeztetés

Perfect Forward Secrecy

Client

ClientHello

+ key share®

+ signature_ algorithms#*

+ psk_key exchange modes*®

Server

+ pre_shared key* = = -—-——————- >

ServerHello

+ key share®

+ pre_shared key*®
{EncryptedExtensions}
{CertificateRequest*®}

{Certificate®}
{CertificateVerify#}
{Finished}
L —————— [Application Data¥®]
{Certificate®}
{CertificateVerify#}
{Finished @ —-——————=— =
[Application Data] L————— > [Application Data]
TLS wl1.3

Client

ClientHello

Certificate®
ClientEeyExchange
CertificateVerify*

[ChangeCipherSpec]
Finished

Application Data

———————— >
{ ________
———————— >
{ ________
Cm————— >
TLS wl.2

Server

ServerHello
Certificate*
ServerKeyExchange®

CertificateRequest*
ServerHelloDone

[ChangeCipherSpec]
Finished

Application Data



Mik a teendok?

2020-11-09 - SSL/TLS v1.3

KEMTLS o

(pk,. ske)—KEMe.Keygen()
ClientHello: pk,, re e {0,1}2%, supported algs.

ES — HKDF Extract(0, 0)
dES — HKDF Extract(ES, "derived", 0)

Peter Schwabe
Douglas Steblia
Thom Wiggers

(s8¢, cte)e— KEMe.Encapsulate(pk,)
ServerHello: cte, rs s {0, 1}25“ selected algs.

55, ¢—KEM,.Decapsulate(ct,, sk,)

HS« HKDF Extract(dES, ss,)
accept CHTS « HKDF.Expand(HS, "c hs traff.

Phase 1: ephemeral key exchange

dHS«HKDF.Expand(HS, "derived", @)

{EncryptedExtensions}

stage;
{ServerCertificate} i aye,: cert[pkg]. int. CA cert.

(sss. ctg)e— KEMg.Encapsulate(pks)

{ClientKenCiphertext}y ., : cts

555 ¢ KEMs.Decapsulate(cts, sks)
AHS « HKDF.Extract(dHS, ss5)

stage 3

- stage 4
dAHS «~HKDF.Expand(AHS, "derived", 0)

Phase 2: Implicitly authenticated key exchange

MS HKDF Extract(dAHS, 0)
fke —HKDF.Expand(MS, "c finished",)
fk, —HKDF.Expand(MS, "s finished",0)

{ClientFinished}srage,: CFé—HMAC(fke, CH..CKC)

abort if CF # HMAC(fk,, CH..CKC)

acecept CATS e« HKDF Expand(MS,

"c ap traffic" CH..CF)

Phase 3: Confirmation /
explicit authentication

{ServerFinished}sage,: SF—HMAC(fks, CH..CF)

abort if SF # HMAC(fks, CH..CF)

Phase 1: ephemeral key exchange

Phase 2: Implicitly authenticated key exchange

Phase 3: Confirmation / explicit authentication

E-GROUP

SOFTWARE & BEYDMD

TCP SYN

TCP SYN-ACK

(pk. ske) e~ KEM Keygen()

ClientHello: pk,. re s {01}

. supported algs.
ES«HKDF.Extract(0, 0)
dES «—HKDF Extract(ES, "derived”, )

(s5e. cte) ¢ KEMe.Encapsulate(pk,)

256
}

ServerHello: cte, rs s {0,1}7", selected algs.

55¢ +—KEMe.Decapsulate(ct,, ske)

HS — HKDF Extract(dES, ss,)
accept CHTS — HKDF Expand(HS, "c hs traffic", CH.SH)

stage 1
stage 2
dHS «HKDF.Expand(HS, "derived", 0)
{EncryptedExtensions}ggge,
{ServerCertificate},age,: cert[pkg]. int. CA cert.
{CertificateRequest} .,
(sss. ctg) —KEM,.Encapsulate(pksg)
{ClientkemCiphertext}, g, cts
sss— KEMs.Decapsulate(ctg, skg)
AHS  HKDF.Extract(dHS, sss)
accept CAHTS e~ HKDF Expand(AHS, "c ahs traffic”,CH..CKC)
stage 3
stage 4

dAHS «HKDF.Expand(AHS, "derived”, @)

{ClientCertificate}s age,: cert[pkc]. int. CA cert.

(ssc. ete) —KEMc.Encapsulate(pkc)
{ServerKemCiphertext} age,: ctc

ssc e KEM¢ Decapsulate(ctc, ske)

MS e~ HKDF Extract(dAHS, ss¢)
fleg +— HKDF.Expand(MS, "¢ finished", )
fks ¢+~ HKDF.Expand(MS."'s finished",0)

{ClientFinished}rage,: CF ¢+~ HMAC(fke, CH..SKC)

abort if CF # HMAC(fk,., CH..SKC)

stage 5

{serverFinished}tage,: SF <~ HMAC(fks, CH..CF)

abort if SF # HMAC(fks, CH..CF)

accept SATS «—HKDF.Expand|

(MS,"s ap traffi

stage 6
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2020-11-09 - SSL/TLS v1.3

Client Server
static (KEMs): pke, sks

pk - public key

sk - secret key TCP SYN h
ss - shared secret TCP SYN-ACK
ct - C]pherteXt (pke, ske) «— KEMe.Keygen()

K - key space pke

(sse, cte) «— KEMe.Encapsulate(pk,)
Kl,Kl’ — KDF(ss,)
cte, AEAD, (cert[pkg])

sse «— KEMg.Decapsulate(ct,, sk,)

Ky, K] « KDF(ss¢)

(ssg,cts) «— KEM;.Encapsulate pkg)
AEADK{ (ctg)

ssg «— KEMg.Decapsulate(cts, skg)
K2, K3, K" K)"" « KDF(sse||sss)
AEADg, (key confirmation), AEAD K, (application data)

L J

AEADK;{key confirmation)

AEAD K (application data)

&



Mik a teendok? E-GEDLJP

SOFTWARE & BEYDMD

2022-222-222 - A méretproblémak (ld. RSA vs. ECDSA @ loT) itt is megjelennek.

1977 RSA (2048) “quantum-safe”: no signature size: 2 048 bit
2005 ECDSA  (P-256) “quantum-safe”: no signature size: 512 bit
2017 Dilithium (2592) “quantum-safe”: yes signature size: 36 760 bit
=> NIST PQC Round 4 Digital Signature

File Edit View History Bookmarks Tools Help _ O b
n Dilithium - Open Guantum Safe X +

C @ O 8 https://openquantumsafe.org/libogs/algorithms/sig/dilithium.htm B ¢ =

OPEN QUANTUM SAFE
Parameter set summary

software for prototyping Parameter Security Claimed NIST Public key Secret key Signature
quantum-resistant cryprography
v set model Level size (bytes) size (bytes) size (bytes)
Dilithium2 EUF-CMA 2 1312 2528 2420
UNIYVERSITY OF
%‘ WATERLOO Dilithium3 EUF-CMA 3 1952 4000 3203
Financial and in-kind support:
aws () asme Dilithiums EUE-CMA 5 2502 4864 4505
CRSNG
CYBER SECURITY | CYBERSECURITE Dilithium2-AES EUF-CMA 2 1312 2528 2420
evolution =
Qo Dilithium3-AES ~ EUF-CMA 3 1952 4000 3293
IBMResearch SEFrY
Dilithiums-AES EUF-CMA ] 2592 4864 4595

m GVEHISIGN

W
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2022-772-727 - vak alairas, homomorf rejtjelezés Figure 1 CBDC Withdramal /
& fi i
vak alairas (mindegyiknél lehetséges)
« CBDC (Central Bank Digital Currency) -
David Chaum, Swiss National Bank ©) C)—(2)
T’— Bank Bal. v
‘

homomorf rejtjelezés (csak “lattice-based” jo, “code-based” nem)
« e-voting
érzékeny valasztasi adatok, rejtjelezett szavazatok osszeszamlalasa
» e-health
érzékeny egészsegligyi adatokkal végzett statisztikai szamitasok
» federated learning
érzékeny adatokon végzett algoritmus-tanitas

algoritmushoz megy az adat, ahol a tanitas torténik
algoritmus megy az adathoz, ahol a tanitas torténik

algoritmus és adat megy a 3rd party szolgaltatashoz, ahol a tanitas torténik
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A biztonsagos technologiavaltashoz mély ismeretszerzes sziikséges!

Az RSA-rol elliptikus gorbékre valo valtasnal még napjainkban is eloéjonnek sulyos
hibak a .NET (Microsoft, 2020-01-14) és Java (Oracle, 2022-04-19) rendszereinél:
« CVE-2020-0601

Microsoft nem ellendrizte az elliptikus gorbek “G generator/base point” értéekét
 CVE-2022-21449

Oracle nem ellendrizte a NULL értéki elliptikus gorbés alairasokat

A “quantum-safe” SIKE rejtjelezot is még meg kell tanulni biztonsagosan hasznalni,
hogy pl. a teljesitményingadozasok megfigyelésével (“side-channel attack”) se
deruljenek ki a kriptografiai kulcsok, mint a Hertzbleed (2022-06-15) tamadasnal a
 CVE-2022-24436

Intel
 (CVE-2022-23823

AMD
processzorok esetében.

Ezek alapjan nemzetbiztonsagi szempontbodl (is) fontos, hogy a “quantum-safe”
algoritmusokra valo valtast megelézze egy alapos felkészllés, matematikai és
informatikai kodaudit, lizleti igényekhez valo igazitas.
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Szabo Aron
(aron.szabo@egroup.hu)



